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Abstract 
Smartphones are universal in today's society and often 

contain valuable information that can help investigators 

reconstruct evidences and solve crimes. One of the most 

popular smartphone today is Android smartphone. Android 

smartphone refer to all type of mobile phones that uses 

Android as their operating system. This paper aims to 

demonstrate the process of digitally investigating Android 

mobile devices and then build up a digital forensic 

framework for investigating Android smartphones. 

Keywords: Forensic, Undisputedly, Practitioners, 

Distinguished. 

 
1. Introduction 

 
Mobile phones are fast becoming a key instrument in 

today’s society.  According to Gartner website which 

tracks worldwide device shipments, mobile phone 

sales is on the increase with more than 1.8 billion 

mobile phones sold in 2013 and 2014 and expected to 

reach 1.9 billion by the end of 2015. On the same 

website, Android smartphone has undisputedly led the 

smartphones sales with more than  1.1 billion in 2014 

and expected to grow up in 2015.[1] Android 

smartphones represents a significant breakthrough in 

the development of mobile phone industry. Unlike 

traditional mobile phones, android smartphones are 

bundled with a complete Operating System (OS) 

which is eventually named android OS and many 

other applications that help users to interact with 

many data and voice services. Android OS comes in 

many versions. The recent version is 5.1. According 

to (Android forensic), the Android mobile platform 

has quickly risen from its first phone in October 2008 

to the most popular mobile operating system in the 

world. While smartphones demand surpasses the 

demand for PCs and other digital devices, 

smartphones digital forensic still lags behind. Even 

there is no concrete digital forensic framework for all 

type of smartphones. Instead, Digital forensic 

practitioners build their experiences through testing 

different techniques and tools to investigate 

smartphones. Digital forensic researchers and 

practitioner have extended the term digital forensic to 

include mobile devices. However, part of the digital 

forensic world has distinguished the process of digital 

forensic for mobile phones with another term called 

mobile device forensics, cell phone forensics or 

mobile forensics. This paper adopts the term Mobile 

forensic to refer to generally practicing digital 

forensic investigation in mobile phones. So, Mobile 

forensics is a term frequently used in literature to 

describe an extension of digital forensics identifying 

with recuperation of digital evidence or information 

from a mobile phone under forensically sound 

conditions. The expression ‘Mobile’ generally alludes 

to cellular phones or mobile phones; in any case, it 

can likewise have both internal memory and 

communication ability, including mainly 

smartphones, Personal Digital Assistant (PDA), 

tablets.  The data that are recovered from mobile 

devices are often related to computer crime. [2]  
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1.1 Evidence Extraction 

 
In any case the kind of digital device, the procedure of 

forensically exploring such sort of gadgets includes 

information obtaining which alludes to cloning the 

information from the device to an outer source, 

examination of the information utilizing diagnostic 

apparatuses to group the information gatherings and 

recoup data from the information source. Finally, 

highlighting the intriguing discoveries that future 

conceivably confirm for demonstrating the criminal 

activities One study by Det. Cynthia and A. Murphy 

defines the process of digital forensics investigation 

for mobile devices to include 9 phases which are: 

evidence intake, identification, preparation, isolation, 

processing, verification, documentation/reporting, 

presentation and archiving. Figure (1): shows the 

forensic evidence extraction process in mobile 

devices.[3] 

 

 
 

Figure (1): mobile forensics evidence extraction process. 

 
The evidence intake phase includes the methodology 

by which asks for examinations are handled. 

Generally, it involves request forms and intake 

paperwork to document chain of custody, ownership 

information, and the type of crime the mobile device 

was involved in and outline notes regarding the type 

of data or information the requester is looking for. 

The identification phase refer to the stage that 

identifies legal authority for examining the mobile 

device, information of the device, the goal of the 

investigation and external and internal data storage 

and other source of potential evidences. The 

preparation and isolation phases encompass specific 

research the regarding the particular mobile device 

under examination, choosing the appropriate tools 

during the examination and ensure the necessary 

forensic equipment are available. And then the 

isolation is to disconnect the mobile device from the 

cellular phone networks. The processing phase is 

concern with choosing and applying the appropriate 

tool to achieve the goals of the forensic investigation 

and extract the data from the mobile phone, then 

afterword comes the verification phase to engage 

some sort of verification for the quality of the 

extracted data. In the documentation and reporting 

phase the extracted evidences are documented and 

written in a report that will be represented at the 

courtroom. Finally, the archiving  phase involves the 

retention of cases extracted data in a useable format 

for future digital forensic requests and references. For 

any of the above phases there are mixed bag of tools 

and techniques that help to accomplish the phase. 

These apparatuses are called digital forensic 

investigation tools. A generally accepted definition of 

digital forensic investigation tool is a piece of 

programming code or equipment that is utilized to 
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perform one or more of the above investigation 

phases. This paper focus on studying tools which are 

dedicated to investigate android smartphones.  

 
2. Anatomy of Android 
 

Andre. H defines the Android to refer to   an open 

source mobile device platform that has been 

developed based on the Linux 2.6 kernel and managed 

by the Open Handset Alliance, a group of carriers, 

mobile device and component manufacturers, and 

software vendors. 

2.1 Android and Smartphones 

The word ‘Android’ alludes to an open source 

smartphone platform that has been produced based on 

the Linux 2.6 kernel and managed by the Open 

Handset Alliance, a group of carriers, cell phone and 

component producers, and programming vendors. The 

historical backdrop of android a platform for 

smartphone has started in 2008 after the first cell 

phone was presented. Since 2008 and up to now, 

Android had a striking effect on the global cell phone 

market.  

2.2 Android Platform Main Components 

Following top-down methodology, android platform 

Architecture is divided into three fundamental layers 

which incorporate applications, middleware and 

operating system. More breaks down to the 

architecture, the application contains two components, 

the middleware likewise comprises of two parts, and 

finally the OS layer can be isolated into 

subcomponents.  The following table illustrates a 

brief depiction for the main components of the 

different layers. 

 

 

 

 

 

Component Description 

Applications Include the major Applications software that are either 

come with default package of software supported by the 

Android OS version or installed from android software 

markets such as Calendar, Maps, Browser, Contact, and 

Scheduler. Etc. 

Libraries A layer below the application framework and provides 

core features libraries that can be used by the 

applications. The most important library is libc, the 

standard C programing library. Additionally, graphic 

libraries such as openGL and input/output libraries are 

also important to the applications. 

Android Runtime A main part of the libraries layer and it includes of the 

Dalvik Virtual Machine (DVM) and Core Libraries. The 

Core Libraries provide support functionalities of 

numerous core libraries used in Java programing 

languages 

Linux Kernel The Kernel available with Android is 2.6 versions. It 

contains of a massive list of various drivers used to run 

different applications. Some of the common drivers 

available are WiFi, audio, camera, print, video 

conferencing, etc.[1, 2] 
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Understanding android architecture is a fundamental 

part to facilitate the methodology of investigating 

smartphones that are packaged with android OS. Also, 

far reaching information about the product and 

equipment structural engineering of android cell 

phones helps the advanced digital forensic experts to 

acquire the right instruments to perform the steps of 

the digital forensic examination, taking into account 

that an essential goal of digital forensic is protecting 

any modification of the target device’s data by the 

practitioner. [1, 3] 

 

 

 

2.3 Android Software Development Kit 

The Android software development kit (SDK) 

provides not just the apparatuses to make applications 

that run on the Android platform however it 

additionally provides documentation and utilities that 

can help fundamentally in the forensic or security 

analysis of a device. . A careful comprehension of the 

Android SDK will provide many insights into the data 

and the device, as well as essential utilities that we 

will leverage in investigations. Figure (2) shows the 

android SDK. 

 

 

 
 

Figure (2): Android SDK. 

 

 

The Android software development kit (SDK) is the 

development asset needed to create Android 

applications. It incorporates software libraries and 

APIs, reference materials, an emulator, and other 

tools. The SDK is supported in many environments 

including Linux, Windows, and OS X and can be 

downloaded free from (developer.android.com). The 

SDK is additionally a powerful forensic tool utilized 

by investigators in many numerous circumstances to 

help in the investigation of an Android device. 

 

2.4 USB Debugging 

Android Debug Bridge (ADB) is a USB debugging 

tool. It’s an imperative, USB interface that allows a 

developer, forensic analyst, or security engineer to 

communicate and control an Android device over 

USB. Naturally, an AVD (running in the emulator) 

has USB debugging option enabled. However, non-

emulator devices must explicitly enable USB 

debugging. To enable, select Applications / 

Development from the devices settings, as shown in 

figure (3). Finally, check USB debugging. 
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Figure (3) Enabling USB debugging 

 
The mobile device runs the ADB daemon (adbd) in 

the background and waits for a USB communication. 

The daemon will run under the non-privileged shell 

user account to limit the access it has to data. AVDs 

and physical devices that have root access enabled 

will run adbd as root to facilitate complete access to 

the system. 

3. Android Forensic Framework 

Implementation 

Deploying an android forensic framework imply to 

adopt the appropriate tool or set of tools to achieve 

the goal from the main evidence extraction phases. 

The ADB tool which is one of the main android 

development environment tools can be used to 

perform the different phases. However, it needs few 

other supporting tools. This section illustrates how to 

use ADB tool in different mobile forensic phases.  

Identification Phase: for the identification phase, 

ADB tool facilitates the communication with the 

Android Smartphone and lets forensic examiner 

connects to the android device over USB and run a 

variety of commands to identify the smartphone 

information. The below commands show how to 

connect and identify android smartphone.  
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Command Description 

azma@ubuntu:~$ adb devices 

List of devices attached 

HT08ZHJ00532 device 

 

 

 

The most essential ADB command which 

provides a list of connected devices. 

azma@ubuntu:~$ adb shell cat /system/build.prop | grep 

"product" 

 

ro.product.model=SGH-T959V 

ro.product.brand=TMOUS 

ro.product.name=SGH-T959V 

ro.product.device=SGH-T959V 

ro.product.board=SGH-T959V 

ro.product.cpu.abi=armeabi-v7a 

ro.product.cpu.abi2=armeabi 

ro.product.manufacturer=Samsung 

ro.product.locale.language=en 

ro.product.locale.region=US 

# ro.build.product is obsolete; use ro.product.device 

ro.build.product=SGH-T959V 

 

 

This command identifies the main the product 

information of the android smartphone. The 

output which is shown below the command 

illustrates the main information of a Samsung 

Galaxy S 4G. 

 

Isolation Phase: for this phase adb tool can be used 

to isolate the device from different network and 

services. The main purpose of this phase to keep the 

smartphone data unchanged during the forensic 

examination phase. 

 

Command Description 
azma@ubuntu:~$ adb shell svc wifi disable 

 

 

This command can be used to isolate the device 

from Wi-Fi network by disabling Wi-Fi. 

azma@ubuntu:~$ adb shell am start -a 

android.settings.AIRPLANE_MODE_SETTINGS ; adb 

shell input keyevent 19 ; adb shell input keyevent 23 ; 

adb shell input keyevent 

 

This command to switch on flight mode by 

which GSM/3G/4G networks voice and data 

network will be isolated. 
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Processing and Verification Phases:  These two 

phases are the most important phases. Once the 

devices are isolated from external networks, the 

examiner should go further in the investigation by 

pulling out a copy the data needs to be analyzed. An 

essential principle is that, the processing and 

verification phases should not change the data stored 

in the smartphone. This principle can be achieved via 

imaging the smartphone internal and external storages 

and then perform the analysis on the cloned image of 

the device. Using ADB, part of the processing and 

verification phase can be achieved. The following is 

the needed ADB commands to perform the cloning 

and then processing of the data extracted. 

 

Command Description 

azma@ubuntu:~$ adb shell su 

azma@ubuntu:~$ adb shell dd 

if=/dev/block/mmcblk0p12 of=/sdcard/myclone1-

boot.bin  

azma@ubuntu:~$ adb shell dd 

if=/dev/block/mmcblk0p13 of=/sdcard/myclone1-

recovery.bin 

azma@ubuntu:~$ adb shell dd 

if=/dev/block/mmcblk0p15 of=/sdcard/myclone1-

system.bin 

azma@ubuntu:~$ adb shell dd 

if=/dev/block/mmcblk0p17 of=/sdcard/myclone1-

userdata.bin 

 

This commands to change the android shell user 

to the root user and then create different images 

from the main filesystem’s partitions of the 

android internal memory (boot, system, 

recovery and data), then save the images in an 

external SD-card which is attached to the device 

for the purpose of the examination. Finally the 

examiner can use an external filesystem image 

viewer such as  DiskInternals Linux Reader, 

Ext2Read, Ext4Explore or Recuva to view 

current and deleted files on theses partitions.  

azma@ubuntu:~$ adb pull /data/data/ 

com.android.providers.contacts/databases/ s/contacts.db 

/opt/contacts.db 

azma@ubuntu:~$ adb pull /data/data/ 

com.android.providers.telephony/databases/ s/ 

mmssms.db /opt/ mmssms.db 

This commands to pull out the contacts  and 

SMS databases from the android internal file 

system and then the examiner can use any 

SQLite3 database viewer to view the contacts 

information and the SMSs.  

 

Documentation, Presentation and Archiving 

Phases:  ADB tool does not support documentation, 

presentation and archiving of the data extracted from 

the Android device and belongs to different forensic 

cases. Hence ADB should be integrated with another 

case management tools. This paper recommends 

another case management tool called lowmanio 

Foreman which is a new open source forensic case 

management system. It helps forensic practitioner to 

organize cases. The following is a snapshot of the 

case management tool. 
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Figure (4) a snapshot of foreman case management tool interface. 

This paper has shown that an integration of android 

debugger tool with an open source case management 

system to achieve the main technical phases of 

Mobile forensic process. 

 

4.  Conclusion & Future Work 

With the growing interest for examination of cellular 

phones and other mobile devices, a need has emerged 

for the development of a digital forensic framework to 

perform the process of evidence extraction from 

mobile devices.  The digital forensics process for 

mobile devices, specifically smartphones consists of 

the intake phase, identification, isolation, processing 

and verification phases and finally ends with 

documentation, presentation and archiving phases. 

Android as a platform for mobile devices has ruled in 

the business sector of cell phone industry. So, 

discovering solutions for digitally investigating 

android smartphone is a crucial mission that any 

digital forensic practitioner should handle. However, 

knowing the software and hardware architectures of 

the android smart phone is a critical venture for 

discovering the suitable instruments to perform 

mobile forensics steps. Implementing a mobile 

forensic framework for Android devices is a mission 

that encompasses the choosing of appropriate set of 

tools to achieve the different phases of mobile 

forensics process. However, forensic practitioners 

could make use of the capability of android 

debugging tools additionally, integrating an open 

source case management system to fulfill the 

technical part of the investigation process. According 

to the implemented framework, an integration of 

ADB debugging tool with lowmanio Foreman as case 

management tools helps to perform a complete mobile 

forensic process. As a future work, a web system is 

proposed to provide a unified integrated interface for 

the integration of ADB tool with the case 

management system to facilitate the digital 

investigation for android smartphones.  
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